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(57) ABSTRACT

A system and method for managing electronic devices based
on user identity information is presented. An authenticating
entity authenticates and provides secure user identity data and
a first electronic device. The first electronic device includes
memory that stores first secure user identity data provisioned
to the first electronic device and a communication module
that discovers a second electronic device and initiates a wire-
less connection with the discovered second electronic device,
in which the second electronic device is provisioned with
second secure user identity data, logic that has the first and
second electronic devices exchange and validate their respec-
tive first and second secure user identity data, and a discovery
list that stores attributes of the second electronic device. Upon
determining that the first and second electronic devices are
associated with the same user, the logic adds self-property to
the stored attributes of the second electronic device.

20 Claims, 3 Drawing Sheets
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1
MANAGEMENT OF MULTIPLE DEVICES
REGISTERED TO A USER

CROSS REFERENCE TO RELATED
APPLICATIONS

The present Patent Application is based on, and claims
priority to, U.S. Provisional Patent Application No. 61/697,
754 filed on Sep. 6, 2012, the entire content of which is hereby
incorporated by reference.

FIELD OF THE INVENTION

The present invention relates generally to communica-
tions, and more particularly, to the management of user com-
munication devices.

BACKGROUND

Traditionally, communications, both wired and wireless,
between electronic devices rest squarely on device-level con-
nectivity. Such device-centric connectivity typically forces
users to seek and determine specific attributes about the elec-
tronic devices they are intending to connect to, such as, for
example, device/machine name, SSID, WiFi/Bluetooth
device name, etc. These device attributes are often unintuitive
and convoluted.

Moreover, in many instances, users may desire to connect
to other users as opposed to connecting to a device. As such,
there exists a need for a more user-centric, flexible, stream-
lined approach that enables users to establish/authenticate
user identities that may then be provisioned to electronic
devices of their choosing.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a functional block diagram of an identity
management system for user devices, in accordance with
various embodiments of the present disclosure.

FIG. 2A depicts a functional flow diagram of a process for
establishing user identities relative to user devices, in accor-
dance with various embodiments of the present disclosure.

FIG. 2B depicts a functional flow diagram of a process for
managing user identities relative to user devices, in accor-
dance with various embodiments of the present disclosure.

DETAILED DESCRIPTION

In the description that follows, like components have been
given the same reference numerals, regardless of whether
they are shown in different aspects. To illustrate one or more
aspect(s) of the present disclosure in a clear and concise
manner, the drawings may not necessarily be to scale and
certain features may be shown in somewhat schematic form.
Features that are described and/or illustrated with respect to
one aspect may be used in the same way or in a similar way in
one or more other aspects and/or in combination with or
instead of the features of the other aspects of the technology
disclosed herein.

In accordance with various aspects of the present disclo-
sure, a system for managing electronic devices based on user
identity information is presented. The system includes an
authenticating entity configured to authenticate users and
provide secure user identity data based on user information
and a first electronic device configured to wirelessly commu-
nicate with other electronic devices. The first electronic
device includes: memory configured to store first secure user
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2

identity data provisioned to the first electronic device by the
authenticating entity; a communication module configured to
discover a second electronic device and initiate a wireless
connection with the discovered second electronic device, the
second electronic device provisioned with second secure user
identity data; logic configured to have the first and second
electronic devices exchange their respective first and second
secure user identity data and validate the exchanged second
secure user identity data; and a discovery list that stores
attributes of the second electronic device based on the
exchanged second secure user identity data. The logic further
determines whether the first and second electronic devices are
associated with the same user based on the exchanged second
secure user identity data and, upon determining that the first
and second electronic devices are associated with the same
user, the logic adds self-property to the attributes of the sec-
ond electronic device in the discovery list.

In accordance with various embodiments of the present
disclosure, a method for managing electronic devices based
on user identity information is also presented. The method
includes provisioning a first electronic device with first secure
user identity data provided by an authenticating entity; stor-
ing the first secure user identity data in memory of the first
electronic device; discovering a second electronic device and
initiating a wireless connection with the discovered second
electronic device, the second electronic device provisioned
with second secure user identity data; exchanging, by the first
and second electronic devices, exchange their respective first
and second secure user identity data; validating the
exchanged second secure user identity data; storing attributes
of the second electronic device based on the exchanged sec-
ond secure user identity data in a discovery list; and deter-
mining whether the first and second electronic devices are
associated with the same user based on the exchanged second
secure user identity data. Moreover, upon determining that
the first and second electronic devices are associated with the
same user, adding self-property to the attributes of the second
electronic device in the discovery list.

These and other objects, features, and characteristics of the
present invention, as well as the methods of operation and
functions of the related elements of structure and the combi-
nation of parts and economies of manufacture, will become
more apparent upon consideration of the following descrip-
tion and the appended claims with reference to the accompa-
nying drawings, all of which form a part of this specification,
wherein like reference numerals designate corresponding
parts in the various Figures. It is to be expressly understood,
however, that the drawings are for the purpose of illustration
and description only and are not intended as a definition of the
limits of the invention. As used in the specification and in the
claims, the singular form of “a”, “an”, and “the” include
plural referents unless the context clearly dictates otherwise.

Turning now to the various aspects of the disclosure, FI1G.
1 depicts a non-limiting example of a system, i.e., a system
100, directed to managing user identities for user devices, in
which techniques for establishing and managing user identi-
ties for such devices described herein are implemented. In
particular, system 100 is configured to enable user identities
to be created/authenticated and then provisioned to electronic
devices. In this manner, electronic devices may be able to
identify and automatically recognize users’ own electronic
devices from a set of electronic devices discovered across a
variety of network transport channels and effect communica-
tions and exchange data accordingly.

As such, system 100 may include first electronic device
102 and second electronic device 104 endeavoring to com-
municate with each other and exchange data in accordance
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with one or more applications 102A, 104 A, respectively. For
example, during the discovery phase, first electronic device
102 discovers second electronic device 104 and attempts to
establish a communication link with user device 104. User
electronic devices 102, 104 may take the form of mobile
phones, tablet computers, personal computers, network serv-
ers, laptops, smartphones, gaming devices, networking
devices, navigation device, wearable computing devices,
communication-enabled appliances, etc.

As shown in FIG. 1, the discovery and communication
processes may be proximity-based, such as, for example,
through direct pairing, or network-based, such as, for
example, attachment to network 150 via network access
points. It will be appreciated that the discovery of peer
devices and establishment of communications between such
devices may operate under a variety of wireless communica-
tion protocols and standards, such as, for example, Wi-Fi,
WiFi Direct, WiMax, WWAN, WLAN, WPAN, BlueTooth,
BlueTooth Low Energy, Near Field Communications, or any
other implementation of a suitable wireless standard. As such,
the discovery and communications between first user device
102 and second user device 104 is not limited to any specific
standard and the examples discussed may be implemented
separately or in combination with each other.

As further indicated in FIG. 1, both user electronic devices
102, 104 include middleware modules 102B, 104B and
secure user identification information (e.g., certificate)
repositories 102C, 104C, respectively. Middleware modules
102B, 104B may comprise logic that facilitates the authenti-
cation of users and the provisioning of secure user identifica-
tion information (e.g., certificate) that are stored in reposito-
ries 102C, 104C of devices 102, 104. Repositories 102C,
104C may comprise any type of nonvolatile memory.

In some embodiments, middleware modules 102B, 1048
are configured to communicate with a trusted, network-based
(e.g., cloud) service, such as identity federator 120, to authen-
ticate users using an existing account on a social network or
create a new account. Once the account has been created, or
user has been authenticated using an existing account, the
secure user identity information is provisioned to the device.
For example, if an existing account from a social network
provider (e.g., such as Facebook, LinkedIn, Twitter, etc.) is
used for authentication, identity federator 120 would com-
plete the authentication with the social network provider, then
request to get the necessary user profile information from the
social network provider such as, for example, name, verified
email address, profile/avatar picture, and any other relevant
information. This information may then be used to create a
user account on identity federator 120.

By way of illustration, middleware modules 102B, 104B
residing within user electronic devices 102, 104, may com-
municate with identity federator 120, via network 150, to
determine whether there exists valid secure user identity
information (e.g., certificate) associated with user electronic
devices 102, 104. For the sake of clarity and illustration, FIG.
1 only depicts the communication lines between middleware
module 102B of user device 102, identity federator 120, and
identity provider 120. However, it is to be understood that
such communications may equally occur between middle-
ware module 104B of'user device 104, identity federator 120,
and identity provider 120.

Identity federator 120 may comprise servers, user informa-
tion databases, and authentication platforms, etc. In addition,
identity federator 120 may include network interface 120A
that enables users to initiate the creation of account(s) as well
as review their account(s) and corresponding information,
such as seeing what electronic devices are associated/regis-
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tered with the user, applications on the associated devices,
addition/deletion of associated devices, status of secure user
identity information, etc. It will be appreciated that interface
120A may take the form of a browser-compatible interface,
such as HTTP or HTTPS, where an end user can directly
access the identity federator for purposes of account manage-
ment.

Moreover, network interface 120A may be configured to
revoke secure user identity information (e.g., certificate) as
well as alert users of such revocation upon the presentation of
an identity is no longer valid. The revocation mechanism may
be based on certificate revocation list (CRL) techniques or
proprietary methods in which the system forces a re-authen-
tication to take place the next time a particular user accesses
the system. In this case, the system would adjust the internal
time from when it trust certificates pertaining to user to not be
trusted before the time tick the certificate was revoked.

In some cases, the determination as to whether there exists
valid secure user identity information may be based on iden-
tity federator 120 authenticating an existing user account
provided by identity provider 130. Identity provider 130 may
comprise a private, proprietary service, a social network pro-
vider (e.g., such as Facebook, LinkedIn, Twitter, etc.) or other
hosting services having user information database and
authentication platforms that provide access based on secure
authorization and/or authentication of users. In so doing,
identity federator 120 integrates identity providers to provide
an aggregated service of identity provisioning while also
providing users with the convenience and flexibility of link-
ing to one or more identity providers if needed.

In other cases, the determination may require middleware
modules 102B, 104B to create an account that provides
secure user identity information (e.g., certificate). Upon cre-
ating a new account or authenticating an existing account,
secure user identity information is provisioned to user elec-
tronic devices 102, 104.

Returning to FIG. 1, upon first electronic device 102 dis-
covering second electronic device 104, first device 102
attempts to establish a communication link with second
device 104, as noted above. To this end, first device 102 may
initiate a communications connection over mutually authen-
ticated Transport Layer Security (mTLS) protocols and, dur-
ing TLS negotiations, first device 102 and second device 104
may exchange their respective secure user identity informa-
tion (e.g., certificate). As will be discussed below, certificates
may embed the user identity in a variety of ways (e.g., obfus-
cated, encrypted, or plaintext).

In this manner, electronic devices can determine if a dis-
covered electronic device holds the same secure user identity
information as itself (i.e., self-property). Electronic devices
may then expose this knowledge to applications, via middle-
ware modules, by providing an attribute to each discovered
electronic device indicating whether it is a device associated
with the same user.

It will be appreciated that the secure user identity informa-
tion associated with the user’s own electronic devices, such
as, electronic devices 102, 104, may comprise a certificate,
token, or other suitable form. For example, the secure user
identity information could take the form of an x.509 certifi-
cate or an attribute within the certificate. Regardless of form,
such secure information contains or embeds data representa-
tive of the user in order for electronic devices to determine
self-property. For example, x.509 certificate is capable of
embedding the user identity or embedding a derived/trans-
formed replica of the user identity.

Thus, in certain embodiments, the user identity informa-
tion may contain user-related data, such as, email address
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information, names, usernames, telephone/address informa-
tion, passwords, and combinations thereof, or may include
unique reference number identifier, such as, globally unique
identifiers (GUIDs) or universally unique identifier (UUIDs).
Equally notable, a user may also have one or more identities,
such as, a private identity, corporate identity, enterprise iden-
tity, educational identity, etc.

Moreover, the user identity information that is contained in
the certificate may be embedded as clear text. In some
embodiments, the contained user identity information may be
subjected to a hashing function that generates obfuscated user
id, such as, for example, obfuscated ID=H(user ID), where H
is a 1-way hashing function. Alternatively or in addition to,
the contained user identity information may be subjected to
an encryption process, such as, for example, encrypted
ID=Ek(user ID), where E is a symmetric or asymmetric
cipher employing key k. Generally, the contained user iden-
tity information may be transformed, such as, for example,
ID=t(p1, p2, . . ., pn, user ID), where pi is the ith parameter
to a multi-variable transformation function f of the user ID.
These parameters are to be communicated out of band
between initiator and responder device.

Turning to FIG. 2A, this figure depicts a functional flow
diagram of process 200 directed to establishing secure user
identities to be used relative to user devices, in accordance
with various embodiments of the present disclosure. At block
202, a user desiring to establish a secure user identity infor-
mation certificate initiates process 200 on an electronic
device, such as, second electronic device 104. Alternatively
or in addition to, as will be described in greater detail below,
the initiation may be triggered upon determination that the
previously-registered secure user identity information is not
valid (e.g., time expiration, update required, etc.).

Either way, such initiation may be executed by invoking the
logic of middleware module 104B to communicate with iden-
tity federator 120. That is, at block 204, second electronic
device 104 requests identity federator 120 to provide access
information (e.g., URL) regarding its login page and, upon
receiving the access information, second electronic device
104 loads the login access page of network interface 120A.

Atblock 206, the user may input certain user-related infor-
mation, including information that may be confirmed by iden-
tity provider 130 and at block 208, process 200 performs user
authentication in conjunction with identity federator 120.
Such authentication may comprise comparisons of the user-
related information with information provided by identity
provider 130, such as, for example, user email addresses,
names, usernames, telephone/address information, user pro-
files, credentials, passwords, GUIDs, UUIDs, and combina-
tions thereof.

At block 210, process 200 determines if the user authenti-
cation is successful and if not, process 200 returns to block
206 prompting the user to input other or additional user-
related information. If user authentication is successful, pro-
cess 200 advances to block 212 where a cipher key pair, such
as, for example, a private and public key pair in accordance
with x.509 standards. At block 214, process 200 issues a
request to the identity federator 120 server for confirmation
while providing the public key and proof of possession of the
private key. In response, at block 216, identity federator 120
verifies that the public/private key pair are associated or
related to each other and generates a secure user identity
information certificate that contains user identity informa-
tion. As noted above, the user identity information embedded
in the secure certificate may take the form of clear text,
obfuscated ID, encrypted ID, or some transformation of the
user identity information.
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Atblock 218, process 200 forwards the secure user identity
information certificate to second electronic device 104 which
is, in turn, stored in the certificate repository 104C of device
104. In this manner, process 200 authenticates the user and
provisions second electronic device 104 with the secure user
identity information as provided by the secure user identity
information certificate. As such, second electronic device 104
will employ the secure user identity information certificate
during the discovery process to identify devices belonging to
the same user as well as identity itself with potential peer
devices.

Turning to FIG. 2B, this figure depicts a functional flow
diagram of process 250 directed to managing user identities
relative to user devices, in accordance with various embodi-
ments of the present disclosure. At block 252, process 250
commences with the initialization of a user device, such as,
for example, second electronic device 104. It will be appre-
ciated that such initialization may comprise a number of
operations, such as, turning on the device, initializing relevant
data structures, confirming status of available radio technolo-
gies, etc.

At block 254, process 250 accesses the secure user identity
information certificate stored in repository 104C of user elec-
tronic device 104 and reads the secure user identity informa-
tion embedded in the certificate, representative of an authen-
ticated user and an identity provision. At block 256, process
250 determines whether there exists a current valid secure
user identity information certificate in repository 104C. If no
secure user identity information certificate is present or the
certificate has expired, process 250 advances to block 258,
which invokes initiation of process 200 to establish current
secure user identities, as discussed above.

If the secure user identity information certificate is valid,
process 250, at blocks 260, 262, enables user electronic
device 104 to engage in an ongoing discovery process to
determine potential peer devices that may be seeking to com-
municate with device 104. It will be appreciated that, depend-
ing on the wireless transport technologies employed, device
discovery may be performed in a variety of different ways.
For example, in WiFi implementations where devices may be
connected to the same network access point (AP), user elec-
tronic device 104 may advertise its endpoints via a multicast
method, such as Simple Service Discovery Protocol (SSDP),
multicast Domain Name System (mDNS) or other methods,
to notify other devices how they can communicate with
device 104. In BlueTooth implementations, user electronic
device 104 would advertise its hardware address in Service
Discovery Protocol (SDP) record along with an RF commu-
nication channel (RFCOMM).

Upon discovering a new device or an additional device that
is capable of communicating with user electronic device 104
and also armed with the information necessary to connect to
these devices, process 250 initiates a transport layer security
(TLS) connection at block 264 between user device 104 and
the discovered device. During the TLS connection hand-
shaking procedures, user device 104 and the discovered
device exchange secure user identity information certificates
which, as noted above, includes embedded user identity infor-
mation (e.g., obfuscated, encrypted or plaintext) and the
devices validate the certificates and their respective contents
and properties.

For each new device found, process 250 appends, at block
266, a new discovered node and associated information to a
discovery list that chronicles the identity and information for
all discovered devices that user electronic device 104 may
connect to. Discovery list may contain attributes such as, user
identity, usernames, list of installed applications, profile
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information, profile pictures, avatars, email address, etc. and,
as discussed below, whether the discovered device contains
self-property. The discovery list may be stored locally on the
device in volatile memory or in any other suitable memory.
Because discovery is a background process that may continue
to occur periodically, process 250 may return back to block
260 to continue discovering, as indicated by the dashed arrow
in FIG. 2B.

At block 268, process 250 determines whether the user
identity information of both, user device 104 and the discov-
ered device, are the same. That is, if obfuscation or encryption
is applied to the user identity information, the local identities
are transformed to reveal the user identity information and
compared to that received from the other device. If the iden-
tities are the same, the self-property is met indicating that
both devices belong to the same user and the self-property
designation is appended to the discovered node as an attribute
in the discovery list, at block 270. And, at block 272, the
devices are provided with access to, and sharing of, the dis-
covered node information, such as, installed applications,
profile information, etc.

It will be appreciated that, by virtue of a user device and a
discovered device being associated with the same user, sub-
sequent communications may be expedited. That is, the num-
ber of actions required to consummate transactions between
the two devices may be reduced, as explicit actions on the
responder side may no longer be required. For example,
explicit acceptance/rejection of incoming connection
requests by the responder over the TLS connection may no
longer be required.

If the identities are not the same (i.e., self-property is not
met), indicating that the discovered device does not belong to
the same user as user device 104, then process 250 advances
to block 272 in which the devices are provided with access to,
and sharing of, the discovered node information to enable
communication between the applications of user device 104
and the discovered device. However, unlike the case in which
self-property is met, in this case, subsequent communications
with the discovered device may still require explicit actions
by the discovered device to requests initiated by user device
104.

In this manner, process 250 effectively manages user iden-
tities for devices capable of communicating with each other.
As such, electronic devices may be able to identify and auto-
matically recognize users’ own electronic devices from a set
of electronic devices discovered across a variety of network
transport channels and effect communications and exchange
data accordingly, thereby making the connectivity experience
more streamlined and more user-centric.

It will be appreciated that the electronic devices described
herein may further include a display device, input devices, a
memory, a system-on-chip (SoC) chipset, a communication
module, transceiver circuitry, and antenna. The devices may
also include a bus and/or other interconnection means to
connect and communicate information between various com-
ponents or units of the device.

Along these lines, the display device may be configured to
display information to a user and may comprise a liquid
crystal display (LCD), a light emitting diode (LED)-based
display, or any other flat panel display, or may use a cathode
ray tube (CRT). The input devices may include alphanumeric
and other keys which may be inputted via a keyboard, touch
screen (e.g., with haptics or tactile feedback), speech input,
eye tracking input, brain monitoring systems or other com-
parable input mechanism. The input information received
through one or more of the input devices may be communi-
cated to a processor of the SoC, e.g., via a bus, for further
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processing. Another type of the input device may include a
cursor control device, such as a mouse, a trackball, or cursor
direction keys to communicate direction information and
command selections, e.g., to the SoC and to control cursor
movement on the display device.

The memory of the electronic devices may be a dynamic
storage device configured to store information and instruc-
tions to be executed by processors of the SoC and/or other
processors (or computing units). The memory may also be
used to store temporary variables or other intermediate infor-
mation during execution of instructions by the processors.
Some or all of the memory may be implemented as Dual
In-line Memory Modules (DIMMs), and may be one or more
of the following types of memory: Static random access
memory (SRAM), Burst SRAM or SynchBurst SRAM
(BSRAM), Dynamic random access memory (DRAM), Fast
Page Mode DRAM (FPM DRAM), Enhanced DRAM
(EDRAM), Extended Data Output RAM (EDO RAM),
Extended Data Output DRAM (EDO DRAM), Burst
Extended Data Output DRAM (BEDO DRAM), Enhanced
DRAM (EDRAM), synchronous DRAM (SDRAM),
JEDECSRAM, PCIOO SDRAM, Double Data Rate
SDRAM (DDR SDRAM), Enhanced SDRAM (ESDRAM),
SyncLink DRAM (SLDRAM), Direct Rambus DRAM
(DRDRAM), Ferroelectric RAM (FRAM), or any other type
of memory device. The device may also include read only
memory (ROM) and/or other static storage device configured
to store static information and instructions for processors of
the SoC and/or other processors (or computing units). Fur-
ther, the device may include a magnetic disk, optical disc or
flash memory devices to store information and instructions.

In some embodiments, the SoC is part of a core processing
or computing unit of the subsystem device, and is configured
to receive and process input data and instructions, provide
output and/or control other components in accordance with
embodiments of the present disclosure. The SoC may include
amicroprocessor, a memory controller, amemory and periph-
eral components. The microprocessor may further include a
cache memory (e.g., SRAM), which along with the memory
of the SoC may be part of a memory hierarchy to store
instructions and data. The microprocessor may also include
one or more logic modules such as a field programmable gate
array (FPGA) or other logic array. Communication between
the SoC’s microprocessor and memory may be facilitated by
the memory controller (or chipset), which may also facilitate
in communicating with the peripheral components, such as
counter-timers, real-time timers and power-on reset genera-
tors. The SoC may also include other components including,
but not limited to, timing sources (e.g., oscillators and phase-
locked loops), voltage regulators, and power management
circuits.

In some embodiments, the device implementing is config-
ured to communicate with other devices or systems directly or
via one or more networks using a communication module.
The communication module may include necessary and typi-
cal hardware, software and/or firmware modules, e.g., related
to a modulator, a demodulator, a baseband converter, a chan-
nel codec, and/or other components, implemented therein to
enable the device for wireless communication. As such, the
communication module is able to wirelessly transmit and
receive data and messages in form of radio frequency (RF)
signals through an antenna. In some embodiments, the com-
munication module is designed and configured to support
communication based on one or more communication stan-
dards and protocols including, but not limited to, Wi-Fi, Wi-
Gi, Bluetooth, GSM, CDMA, GPRS, 3G or 4G (e.g.,
WiMAX, LTE) cellular standards, Wireless USB, satellite
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communication, and Wireless LAN. Additionally, or alterna-
tively, the communication module may also be configured for
wired communication, e.g., based on the Ethernet standard,
and as such, may be coupled to an appropriate network inter-
face of the device.

Having thus described the basic concepts, it will be rather
apparent to those skilled in the art after reading this detailed
disclosure that the foregoing detailed disclosure is intended to
be presented by way of example only and is not limiting.
Various alterations, improvements, and modifications will
occur and are intended to those skilled in the art, though not
expressly stated herein. These alterations, improvements, and
modifications are intended to be suggested by this disclosure,
and are within the spirit and scope of the exemplary embodi-
ments of this disclosure.

Moreover, certain terminology has been used to describe
embodiments of the present disclosure. For example, the
terms “one embodiment,” “an embodiment,” and/or “some
embodiments” mean that a particular feature, structure or
characteristic described in connection with the embodiment
is included in at least one embodiment of the present disclo-
sure. Therefore, it is emphasized and should be appreciated
that two or more references to “an embodiment” or “one
embodiment” or “an alternative embodiment” in various por-
tions of this specification are not necessarily all referring to
the same embodiment. Furthermore, the particular features,
structures or characteristics may be combined as suitable in
one or more embodiments of the present disclosure. In addi-
tion, the term “logic” is representative of hardware, firmware,
software (or any combination thereof) to perform one or more
functions. For instance, examples of “hardware” include, but
are not limited to, an integrated circuit, a finite state machine,
or even combinatorial logic. The integrated circuit may take
the form of a processor such as a microprocessor, an applica-
tion specific integrated circuit, a digital signal processor, a
micro-controller, or the like.

Furthermore, the recited order of processing elements or
sequences, or the use of numbers, letters, or other designa-
tions therefore, is not intended to limit the claimed processes
and methods to any order except as can be specified in the
claims. Although the above disclosure discusses through vari-
ous examples what is currently considered to be a variety of
useful embodiments of the disclosure, it is to be understood
that such detail is solely for that purpose, and that the
appended claims are not limited to the disclosed embodi-
ments, but, on the contrary, are intended to cover modifica-
tions and equivalent arrangements that are within the spirit
and scope of the disclosed embodiments.

Similarly, it should be appreciated that in the foregoing
description of embodiments of the present disclosure, various
features are sometimes grouped together in a single embodi-
ment, figure, or description thereof for the purpose of stream-
lining the disclosure aiding in the understanding of one or
more of the various inventive embodiments. This method of
disclosure, however, is not to be interpreted as reflecting an
intention that the claimed subject matter requires more fea-
tures than are expressly recited in each claim. Rather, as the
following claims reflect, inventive embodiments lie in less
than all features of a single foregoing disclosed embodiment.
Thus, the claims following the detailed description are hereby
expressly incorporated into this detailed description.

EXAMPLES

The following examples pertain to numerous embodi-
ments, consistent with the various aspects and principles of
the present disclosure.
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Example 1 is a system to manage electronic devices that
includes an authenticating entity configured to authenticate
users and provide secure user identity data based on user
information; a first electronic device configured to wirelessly
communicate with other electronic devices, the first elec-
tronic device including: memory configured to store first
secure user identity data provisioned to the first electronic
device by the authenticating entity; a communication module
configured to discover a second electronic device and initiate
a wireless connection with the discovered second electronic
device, the second electronic device provisioned with second
secure user identity data; logic configured to have the first and
second electronic devices exchange their respective first and
second secure user identity data and validate the exchanged
second secure user identity data; and a discovery list that
stores attributes of the second electronic device based on the
exchanged second secure user identity data, wherein, the
logic further determines whether the first and second elec-
tronic devices are associated with the same user based on the
exchanged second secure user identity data and, upon deter-
mining that the first and second electronic devices are asso-
ciated with the same user, the logic adds self-property to the
attributes of the second electronic device in the discovery list.

In Example 2, the subject matter of Example 1 may option-
ally include that upon determining that either one or both of
the first and second secure user identity data is invalid, the
logic is further configured to initiate an authentication pro-
cess with the authenticating entity.

In Example 3, the subject matter of Example 1 may option-
ally include that the addition of the self-property to the
attributes of the second electronic device reduces the number
of actions required to consummate transactions between the
first and second electronic devices.

In Example 4, the subject matter of Example 1 may option-
ally include that the first electronic device further comprises
a middleware module configured to exchange information
with the authenticating entity to authenticate the first elec-
tronic device, receive the first secure user identity data pro-
visioned to the first electronic device, and initiate storage of
the first secure user identity data in memory.

In Example 5, the subject matter of Example 1 may option-
ally include that the authenticating entity includes a network
interface to enable users to create account(s), review their
account(s), determine what electronic devices are associated/
registered with the user account(s), determine what applica-
tions are on the associated electronic devices, add/delete
associated electronic devices, and/or determine status of
secure user identity information.

In Example 6, the subject matter of Example 1 may option-
ally include that the authenticating entity authenticates users
based, in part, on user-provided information and user-related
information provided by a social network entity.

In Example 7, the subject matter of Example 1 may option-
ally include that the first and second secure user identity data
are configured as certificates or tokens. And, in Example 8,
the certificates or tokens include email address information,
names, usernames, telephone/address information, pass-
words, globally unique identifiers (GUIDs), universally
unique identifier (UUIDs), or any combination thereof. And,
in Example 9, the subject matter of Example 1 may also
include that at least a portion of the first and second secure
user identity data is embedded in the certificates or tokens as
clear text information, obfuscated information, or encrypted
information.

In Example 10, the subject matter of Example 1 may
optionally include that the discovery list is stored in nonvola-
tile memory.
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Example 11 is method of managing electronic devices that
provides provisioning a first electronic device with first
secure user identity data provided by an authenticating entity;
storing the first secure user identity data in memory ofthe first
electronic device; discovering a second electronic device and
initiating a wireless connection with the discovered second
electronic device, the second electronic device provisioned
with second secure user identity data; exchanging, by the first
and second electronic devices, exchange their respective first
and second secure user identity data; validating the
exchanged second secure user identity data; storing attributes
of the second electronic device based on the exchanged sec-
ond secure user identity data in a discovery list; and deter-
mining whether the first and second electronic devices are
associated with the same user based on the exchanged second
secure user identity data, wherein, upon determining that the
first and second electronic devices are associated with the
same user, adding self-property to the attributes of the second
electronic device in the discovery list.

In Example 12, the subject matter of Example 11 may
optionally provide that upon determining that either one or
both of the first and second secure user identity data is invalid,
initiating an authentication process with the authenticating
entity.

In Example 13, the subject matter of Example 11 may
optionally provide that the addition of the self-property to the
attributes of the second electronic device reduces the number
of actions required to consummate transactions between the
first and second electronic devices.

In Example 14, the subject matter of Example 11 may
optionally provide that the first electronic device further com-
prises a middleware module configured to exchange informa-
tion with the authenticating entity to authenticate the first
electronic device, receive the first secure user identity data
provisioned to the first electronic device, and initiate storage
of the first secure user identity data in memory.

In Example 15, the subject matter of Example 11 may
optionally provide that the authenticating entity includes a
network interface to enable users to create account(s), review
their account(s), determine what electronic devices are asso-
ciated/registered with the user account(s), determine what
applications are on the associated electronic devices, add/
delete associated electronic devices, and/or determine status
of secure user identity information.

In Example 16, the subject matter of Example 11 may
optionally provide that the authenticating entity authenticates
users based, in part, on user-provided information and user-
related information provided by a social network entity.

In Example 17, the subject matter of Example 11 may
optionally provide that the first and second secure user iden-
tity data are configured as certificates or tokens. And, in
Example 18, the certificates or tokens include email address
information, names, usernames, telephone/address informa-
tion, passwords, globally unique identifiers (GUIDs), univer-
sally unique identifier (UUIDs), or any combination thereof.
And, in Example 19, the subject matter of Example 11 may
also provide that at least a portion of the first and second
secure user identity data is embedded in the certificates or
tokens as clear text information, obfuscated information, or
encrypted information.

In Example 20, the subject matter of Example 11 may
optionally provide that the discovery list is stored in nonvola-
tile memory.

Example 21 is a computer-readable medium comprising
computer-readable instructions physically embodied thereon
which, when executed by a processor, causes the processor to
perform a method that provides provisioning a first electronic
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device with first secure user identity data provided by an
authenticating entity; storing the first secure user identity data
in memory of the first electronic device; discovering a second
electronic device and initiating a wireless connection with the
discovered second electronic device, the second electronic
device provisioned with second secure user identity data;
exchanging, by the first and second electronic devices,
exchange their respective first and second secure user identity
data; validating the exchanged second secure user identity
data; storing attributes of the second electronic device based
on the exchanged second secure user identity data in a dis-
covery list; and determining whether the first and second
electronic devices are associated with the same user based on
the exchanged second secure user identity data, wherein,
upon determining that the first and second electronic devices
are associated with the same user, adding self-property to the
attributes of the second electronic device in the discovery list.

In Example 22, the subject matter of Example 21 may
optionally provide that upon determining that either one or
both of the first and second secure user identity data is invalid,
initiating an authentication process with the authenticating
entity.

In Example 23, the subject matter of Example 21 may
optionally provide that the addition of the self-property to the
attributes of the second electronic device reduces the number
of actions required to consummate transactions between the
first and second electronic devices.

In Example 24, the subject matter of Example 21 may
optionally provide that the first electronic device further com-
prises a middleware module configured to exchange informa-
tion with the authenticating entity to authenticate the first
electronic device, receive the first secure user identity data
provisioned to the first electronic device, and initiate storage
of the first secure user identity data in memory.

In Example 25, the subject matter of Example 21 may
optionally provide that the authenticating entity includes a
network interface to enable users to create account(s), review
their account(s), determine what electronic devices are asso-
ciated/registered with the user account(s), determine what
applications are on the associated electronic devices, add/
delete associated electronic devices, and/or determine status
of secure user identity information.

In Example 26, the subject matter of Example 21 may
optionally provide that the authenticating entity authenticates
users based, in part, on user-provided information and user-
related information provided by a social network entity.

In Example 27, the subject matter of Example 21 may
optionally provide that the first and second secure user iden-
tity data are configured as certificates or tokens. And, in
Example 28, the certificates or tokens include email address
information, names, usernames, telephone/address informa-
tion, passwords, globally unique identifiers (GUIDs), univer-
sally unique identifier (UUIDs), or any combination thereof.
And, in Example 29, the subject matter of Example 21 may
also provide that at least a portion of the first and second
secure user identity data is embedded in the certificates or
tokens as clear text information, obfuscated information, or
encrypted information.

In Example 30, the subject matter of Example 21 may
optionally provide that the discovery list is stored in nonvola-
tile memory.

Example 31 is a system to manage electronic devices that
includes an authenticating entity configured to authenticate
users and provide secure user identity data based on user
information; a first electronic device configured to wirelessly
communicate with other electronic devices, the first elec-
tronic device including: memory configured to store first
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secure user identity data provisioned to the first electronic
device by the authenticating entity; a communication module
configured to discover a second electronic device and initiate
a wireless connection with the discovered second electronic
device, the second electronic device provisioned with second
secure user identity data; logic configured to have the firstand
second electronic devices exchange their respective first and
second secure user identity data and validate the exchanged
second secure user identity data; and a discovery list that
stores attributes of the second electronic device based on the
exchanged second secure user identity data, wherein, the
logic further determines whether the first and second elec-
tronic devices are associated with the same user based on the
exchanged second secure user identity data and, upon deter-
mining that the first and second electronic devices are asso-
ciated with the same user, the logic adds self-property to the
attributes of the second electronic device in the discovery list.

In Example 32, the subject matter of Example 31 may
optionally include that upon determining that either one or
both of the first and second secure user identity data is invalid,
the logic is further configured to initiate an authentication
process with the authenticating entity.

In Example 33, the subject matter of Example 31 may
optionally include that the addition of the self-property to the
attributes of the second electronic device reduces the number
of actions required to consummate transactions between the
first and second electronic devices.

In Example 34, the subject matter of Example 31 may
optionally include that the first electronic device further com-
prises a middleware module configured to exchange informa-
tion with the authenticating entity to authenticate the first
electronic device, receive the first secure user identity data
provisioned to the first electronic device, and initiate storage
of the first secure user identity data in memory.

In Example 35, the subject matter of Example 31 may
optionally include that the authenticating entity includes a
network interface to enable users to create account(s), review
their account(s), determine what electronic devices are asso-
ciated/registered with the user account(s), determine what
applications are on the associated electronic devices, add/
delete associated electronic devices, and/or determine status
of secure user identity information.

In Example 36, the subject matter of Example 31 may
optionally include that the authenticating entity authenticates
users based, in part, on user-provided information and user-
related information provided by a social network entity.

In Example 37, the subject matter of Example 31 may
optionally include that the first and second secure user iden-
tity data are configured as certificates or tokens. And, in
Example 38, the certificates or tokens include email address
information, names, usernames, telephone/address informa-
tion, passwords, globally unique identifiers (GUIDs), univer-
sally unique identifier (UUIDs), or any combination thereof.
And, in Example 39, the subject matter of Example 31 may
also include that at least a portion of the first and second
secure user identity data is embedded in the certificates or
tokens as clear text information, obfuscated information, or
encrypted information.

In Example 40, the subject matter of Example 31 may
optionally include that the discovery list is stored in nonvola-
tile memory.

Example 41 is method of managing electronic devices that
provides provisioning a first electronic device with first
secure user identity data provided by an authenticating entity;
storing the first secure user identity data in memory ofthe first
electronic device; discovering a second electronic device and
initiating a wireless connection with the discovered second
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electronic device, the second electronic device provisioned
with second secure user identity data; exchanging, by the first
and second electronic devices, exchange their respective first
and second secure user identity data; validating the
exchanged second secure user identity data; storing attributes
of the second electronic device based on the exchanged sec-
ond secure user identity data in a discovery list; and deter-
mining whether the first and second electronic devices are
associated with the same user based on the exchanged second
secure user identity data, wherein, upon determining that the
first and second electronic devices are associated with the
same user, adding self-property to the attributes of the second
electronic device in the discovery list.

In Example 42, the subject matter of Example 41 may
optionally provide that upon determining that either one or
both of the first and second secure user identity data is invalid,
initiating an authentication process with the authenticating
entity.

In Example 43, the subject matter of Example 41 may
optionally provide that the addition of the self-property to the
attributes of the second electronic device reduces the number
of actions required to consummate transactions between the
first and second electronic devices.

In Example 44, the subject matter of Example 41 may
optionally provide that the first electronic device further com-
prises a middleware module configured to exchange informa-
tion with the authenticating entity to authenticate the first
electronic device, receive the first secure user identity data
provisioned to the first electronic device, and initiate storage
of the first secure user identity data in memory.

In Example 45, the subject matter of Example 41 may
optionally provide that the authenticating entity includes a
network interface to enable users to create account(s), review
their account(s), determine what electronic devices are asso-
ciated/registered with the user account(s), determine what
applications are on the associated electronic devices, add/
delete associated electronic devices, and/or determine status
of secure user identity information.

In Example 46, the subject matter of Example 41 may
optionally provide that the authenticating entity authenticates
users based, in part, on user-provided information and user-
related information provided by a social network entity.

In Example 47, the subject matter of Example 41 may
optionally provide that the first and second secure user iden-
tity data are configured as certificates or tokens. And, in
Example 48, the certificates or tokens include email address
information, names, usernames, telephone/address informa-
tion, passwords, globally unique identifiers (GUIDs), univer-
sally unique identifier (UUIDs), or any combination thereof.
And, in Example 49, the subject matter of Example 41 may
also provide that at least a portion of the first and second
secure user identity data is embedded in the certificates or
tokens as clear text information, obfuscated information, or
encrypted information.

In Example 50, the subject matter of Example 41 may
optionally provide that the discovery list is stored in nonvola-
tile memory.

Example 51 is a computer-readable medium comprising
computer-readable instructions physically embodied thereon
which, when executed by a processor, causes the processor to
perform the method of any of examples 41-50.

Example 52 is an apparatus comprising: means for per-
forming the method of examples 41-50.

Example 53 is a system to manage electronic devices that
includes an authenticating entity configured to authenticate
users and provide secure user identity data based on user
information; a first electronic device configured to wirelessly
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communicate with other electronic devices, the first elec-
tronic device including: memory configured to store first
secure user identity data provisioned to the first electronic
device by the authenticating entity; a communication module
configured to discover a second electronic device and initiate
a wireless connection with the discovered second electronic
device, the second electronic device provisioned with second
secure user identity data; logic configured to have the firstand
second electronic devices exchange their respective first and
second secure user identity data and validate the exchanged
second secure user identity data; and a discovery list that
stores attributes of the second electronic device based on the
exchanged second secure user identity data, wherein upon
determining that either one or both of the first and second
secure user identity data is invalid, the logic is further con-
figured to initiate an authentication process with the authen-
ticating entity, and wherein, the logic further determines
whether the first and second electronic devices are associated
with the same user based on the exchanged second secure user
identity data and, upon determining that the first and second
electronic devices are associated with the same user, the logic
adds self-property to the attributes of the second electronic
device in the discovery list.

In Example 54, the subject matter of Example 53 may
optionally include that the first electronic device further com-
prises a middleware module configured to exchange informa-
tion with the authenticating entity to authenticate the first
electronic device, receive the first secure user identity data
provisioned to the first electronic device, and initiate storage
of the first secure user identity data in memory.

In Example 55, the subject matter of Example 53 may
optionally include that the authenticating entity includes a
network interface to enable users to create account(s), review
their account(s), determine what electronic devices are asso-
ciated/registered with the user account(s), determine what
applications are on the associated electronic devices, add/
delete associated electronic devices, and/or determine status
of secure user identity information.

In Example 56, the subject matter of Example 53 may
optionally include that the authenticating entity authenticates
users based, in part, on user-provided information and user-
related information provided by a social network entity.

In Example 57, the subject matter of Example 53 may
optionally include that the first and second secure user iden-
tity data are configured as certificates or tokens that include
one or more of the following: email address information,
names, usernames, telephone/address information, pass-
words, globally unique identifiers (GUIDs), universally
unique identifier (UUIDs).

In Example 58, the subject matter of Example 53 may
optionally include that at least a portion of the first and second
secure user identity data is embedded in the certificates or
tokens as clear text information, obfuscated information, or
encrypted information.

Example 59 is a method of managing electronic devices
that provides provisioning a first electronic device with first
secure user identity data provided by an authenticating entity;
storing the first secure user identity data in memory ofthe first
electronic device; discovering a second electronic device and
initiating a wireless connection with the discovered second
electronic device, the second electronic device provisioned
with second secure user identity data; exchanging, by the first
and second electronic devices, exchange their respective first
and second secure user identity data; validating the
exchanged second secure user identity data; storing attributes
of the second electronic device based on the exchanged sec-
ond secure user identity data in a discovery list; and deter-
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mining whether the first and second electronic devices are
associated with the same user based on the exchanged second
secure user identity data, wherein upon determining that
either one or both of the first and second secure user identity
data is invalid, initiating an authentication process with the
authenticating entity, and wherein, upon determining that the
first and second electronic devices are associated with the
same user, adding self-property to the attributes of the second
electronic device in the discovery list.

In Example 60, the subject matter of Example 59 may
optionally include providing a middleware module config-
ured to exchange information with the authenticating entity to
authenticate the first electronic device, receive the first secure
user identity data provisioned to the first electronic device,
and initiate storage of the first secure user identity data in
memory.

In Example 61, the subject matter of Example 59 may
optionally provide that the authenticating entity includes a
network interface to enable users to create account(s), review
their account(s), determine what electronic devices are asso-
ciated/registered with the user account(s), determine what
applications are on the associated electronic devices, add/
delete associated electronic devices, and/or determine status
of secure user identity information.

In Example 62, the subject matter of Example 59 may
optionally provide that the authenticating process performed
by the authenticating entity is based, in part, on user-provided
information and user-related information provided by a social
network entity.

In Example 63, the subject matter of Example 59 may
optionally provide that the first and second secure user iden-
tity data are configured as certificates or tokens that include
one or more of the following: email address information,
names, usernames, telephone/address information, pass-
words, globally unique identifiers (GUIDs), universally
unique identifier (UUIDs).

In Example 64, the subject matter of Example 59 may
optionally provide that at least a portion of the first and second
secure user identity data is embedded in the certificates or
tokens as clear text information, obfuscated information, or
encrypted information.

Example 65 is computer-readable medium comprising
computer-readable instructions physically embodied thereon
which, when executed by a processor, causes the processor to
perform the method of any of examples 59-64.

Example 65 is an apparatus comprising: means for per-
forming the method of examples 59-64.

What is claimed is:

1. A system to manage electronic devices, comprising:

a first electronic device configured to wirelessly commu-
nicate with other electronic devices, the first electronic
device including:

a first memory configured to store first secure user identity
data provisioned to the first electronic device by an
authenticating server, wherein the first secure user iden-
tity data is based on user-specific information;

a physical processor configured to discover a second elec-
tronic device and initiate a wireless connection with the
discovered second electronic device, the second elec-
tronic device provisioned with second secure user iden-
tity data;

logic configured to have the first and second electronic
devices exchange their respective first and second secure
user identity data and validate the exchanged second
secure user identity data; and
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a second memory to store a discovery list that includes
attributes of the discovered second electronic device
based on the exchanged second secure user identity data,

wherein, the logic is further to determine whether the first
and second electronic devices are associated with the
same user based on the exchanged second secure user
identity data and, upon determining that the first and
second electronic devices are associated with the same
user, the logic is to add in the discovery list an attribute
indicating self-property designation for the discovered
second electronic device, in addition to the attributes of
the second electronic device in the discovery list.

2. The system of claim 1, wherein upon determining that
either one or both of the first and second secure user identity
data is invalid, the logic is further configured to initiate an
authentication process with the authenticating server.

3. The system of claim 1, wherein the addition of the
self-property attribute to the attributes of the second elec-
tronic device reduces the number of actions required to con-
summate transactions between the first and second electronic
devices.

4. The system of claim 1, wherein the physical processor is
further configured to exchange information with the authen-
ticating server to authenticate the first electronic device,
receive the first secure user identity data provisioned to the
first electronic device, and initiate storage of the first secure
user identity data in the first memory.

5. The system of claim 1, further comprising the authenti-
cating server, wherein the authenticating server is configured
to authenticate users and provide secure user identity data
based on the user-specific information provided by a user to
the authenticating server, and

wherein the authenticating server includes a network inter-
face to enable users to create account(s), review their
account(s), determine what electronic devices are asso-
ciated/registered with the user account(s), determine
what applications are on the associated electronic
devices, add/delete associated electronic devices, and/or
determine status of secure user identity information.

6. The system of claim 5, wherein the authenticating server
authenticates users based, in part, on user-provided informa-
tion and user-related information provided by a social net-
work entity.

7. The system of claim 1, wherein the first and second
secure user identity data are configured as certificates or
tokens.

8. The system of claim 7, wherein the certificates or tokens
include email address information, names, usernames, tele-
phone/address information, passwords, globally unique iden-
tifiers (GUIDs), universally unique identifier (UUIDs), or any
combination thereof.

9. The system of claim 7, wherein at least a portion of the
first and second secure user identity data is embedded in the
certificates or tokens as clear text information, obfuscated
information, or encrypted information.

10. The system of claim 1, wherein the second memory
includes nonvolatile memory.

11. A method of managing electronic devices, comprising:

provisioning a first electronic device with first secure user
identity data provided by an authenticating server,
wherein the authenticating server is configured to gen-
erate the first secure user identity data based on user-
specific information provided by a user to the authenti-
cating server;

storing the first secure user identity data in a first memory
of the first electronic device;
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discovering a second electronic device and initiating a
wireless connection with the discovered second elec-
tronic device, the second electronic device provisioned
with second secure user identity data;

exchanging, by the first and second electronic devices,
exchange their respective first and second secure user
identity data;

validating the exchanged second secure user identity data;

storing attributes of the second electronic device based on
the exchanged second secure user identity data in a
discovery list in a second memory; and

determining whether the first and second electronic
devices are associated with the same user based on the
exchanged second secure user identity data,

wherein, upon determining that the first and second elec-
tronic devices are associated with the same user, adding
in the discovery list an attribute indicating self-property
designation for the discovered second electronic device,
in addition to the attributes of the second electronic
device in the discovery list.

12. The method of claim 11, wherein upon determining that
either one or both of the first and second secure user identity
data is invalid, initiating an authentication process with the
authenticating server.

13. The method of claim 11, wherein the addition of the
self-property attribute to the attributes of the second elec-
tronic device reduces the number of actions required to con-
summate transactions between the first and second electronic
devices.

14. The method of claim 11, providing a middleware mod-
ule configured to exchange information with the authenticat-
ing server to authenticate the first electronic device, receive
the first secure user identity data provisioned to the first
electronic device, and initiate storage of the first secure user
identity data in the first memory.

15. The method of claim 11, wherein the authenticating
server includes a network interface to enable users to create
account(s), review their account(s), determine what elec-
tronic devices are associated/registered with the user ac-
count(s), determine what applications are on the associated
electronic devices, add/delete associated electronic devices,
and/or determine status of secure user identity information.

16. The method of claim 11, wherein the authenticating
process performed by the authenticating server is based, in
part, on user-provided information and user-related informa-
tion provided by a social network entity.

17. The method of claim 11, wherein the first and second
secure user identity data are configured as certificates or
tokens.

18. The method of claim 17, wherein the certificates or
tokens include email address information, names, usernames,
telephone/address information, passwords, globally unique
identifiers (GUIDs), universally unique identifier (UUIDs),
or any combination thereof.

19. The method of claim 17, wherein at least a portion of
the first and second secure user identity data is embedded in
the certificates or tokens as clear text information, obfuscated
information, or encrypted information.

20. The method of claim 11, wherein the second memory
includes nonvolatile memory.
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